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UBND TINH DONG NAI CONG HOA XA HQI CHU NGHIA VIET NAM
SOYTE Poc 14p - Tw do - Hanh phic
640010 /SYT-VP Déng Nai, ngay Ad thang 12 nam 2021

V/v trién khai Cong vin sd
3591/STTTT-CNTTVT ngay
13/12/2021 cta S¢ Thong tin va
Truyén thong.

¥

Kinh giri: Giam dbc, Thu truéng cac don vi true thudc.

S& Y té nhan dwoc Cong van sb 3591/STTTT-CNTTVT ngay 13/12/2021
ctia S& Thong tin va Truyén thong vé viée trién khai canh bao 16 héng bao mat
CVE-2021 - 41024 trong FortiOS va FortiProxy (dinh kém Céng van).

Giam dbc S Y té d& nghi Giam dbc, Thu trudng cac don vi truc thude chi
dao cac td chuic, c4 nhén phu trach v& cong nghé théng tin cia don vi td chirc
trién khai thuc hién n6i dung Coéng van s6 3591/STTTT-CNTTVT ngay
13/12/2021 ctia S& Thong tin va Truyén thong.

Dé nghi Gia dbc, Tha trudng cac don vi truc thude trién khai thuc hién
theo su chi dao./.

Noi nhin:
- Nhu trén;
- Luu: VT,VP.
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. UBNDTINHDONGNAT CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap - Tw do - Hanh phiic

S6: 3591 /STTTT-CNTTVT Déng Nai, ngay 13 thdng 12 ndm 2021
V/v canh béo 16 hong bado mat CVE-2021-
41024 trong FortiOS va FortiProxy

Kinh gtri:
- Céc co quan dang, nha nude trén dia ban tinh;
- Céc tb chirc chinh tri - xa hdi thudc dia ban tinh.

S& Théng tin va Truyén théng nhén dugc van ban 1730/CATTT-NCSC
ngay 09/12/2021 ctia Cuc An toan théng tin vé viéc 16 hdng bao mat CVE-2021-
41024 trong FortiOS va FortiProxy.

Ngay 08/12/2021 vira qua, Fortinet vira cng bd 18 héng bio mat CVE2021-
41024 trong FortiOS va FortiProxy, anh huéng dén FortiGate phién ban 7.0.1 va
7.0.0, FortiProxy phién ban 7.0.0. Lo héng nay c6 diém CVSS: 7.3 (cao), cho
phép d6i twong c¢6 thé thuc hién tAn cdng ma khong cin xac thuc Directory
traversal.

Theo danh gid ctia Trung tdm Gidm sét an toan khong gian mang qudc gia
(NCSC), Cuc An toan théng tin, c4c san pham ctia Fortinet dwoc sit dung rong rai
& nhiéu co quan, t chirc, doanh nghiép tai Viét Nam @ thuén tién trong viée quan
ly va bdo dam an toan thdng tin hé thong Vi viy, 16 hong nay c6 thé gy anh
huéng 16n dén hé théng thong tin ctia nhidu co quan, t& chtic, doanh nghiép.

Nham dam bao an toan théng tin cho hé théng théng tin cia Quy don vi,
gbép phan bao dam bao an toan cho khong gian mang Viét Nam, S¢ Thong tin va
Truyén théng khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat va x4c minh hé thong théng tin cé stir dung FortiOS va
FortiProxy hay khong. Néu co, Quy don vi cén cip nhét 1én phién ban mdi nhét
(FortiGate phién ban 7.0.2 tr& 1én, FortiProxy phién ban 7.0.1 tré 1én) dé khic
phuc 156 héng bao mét néi trén cling nhur céc 13 hng bao mét méi phat hién khéc.

2. Tang cuong gidm sat va s&n sang phuong 4n xir 1y khi phét hién c6 diu
hiéu bj khai thac, tAn céng mang; dong thot thudng xuyén theo doi kénh canh bao
clia cac co quan chirc nang va cac t chirc 16n vé an toan thong tin dé phat hién
kip thoi cdc nguy co tAn cong mang.
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Trong trudng hop can thiét c6 thé lién hé dau mdi hd trg cia Cuc An todn
thong tin: Trung tAm Gidm st an toan khong gian mang quoc gia (NCSC), Cuc
An toan théng tin dién thoai 024.32091616, thu dién ti: ais@mic.gov.vn; hodc

phong Coéng nghé thong tin Vién thong - S& Thong tin va Truyén théng, sé dién
thoai: 0251.8825678.

Tréan trong./.

Dinh kém: Vin ban 1730/CATTT-NCSC ngay 09/12/2021 ciia Cuc An toan
théng tin vé viéc 16 hong bao mdt CVE-2021-41024 trong FortiOS va FortiProxy.

(Viin ban 1730/CATTT-NCSC tdi vé tai muc an toan thong tin mang theo
dia chi http.//stttt.dongnai.gov.vn/Pages/news.aspx? Catld=56).

Noi nhin: KT. GIAM POC
- Nhu trén; A IA_’D’I A

- Gidm dbc va PGP Sa; PHO G bOC
- Trung tm CNTT&TT;

-Luuw: VT, CNTTVT, TienLHV.

V6 Hoang Khai
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